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Hardworking taxpayers have lost millions of dollars and their
personal information to tax scams. It’s a problem that’s not going
away. Your best defense is to be vigilant and arm yourself with
the latest news. Let’s look at three of the top scams circulating

right now. Have you experienced them?

Social Security Scams

The IRS is warning taxpayers to be on the lookout for a new
twist on a scam related to Social Security numbers. The scam
usually originates with a caller claiming to be able to suspend
or cancel the victim’s Social Security number due to an overdue
tax bill. Don’t fall for it.

First, your SSN is not affected by your tax bill, and it doesn’t need
to be reactivated or confirmed to remain valid. The immediacy of
the call is also a red flag. The IRS would never threaten to imme-
diately bring in local police or other law enforcement groups to
have a taxpayer arrested for not paying. Plus, the IRS would never

demand taxes be paid without allowing the taxpayer to question
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or appeal the amount owed. A series of letters will almost always

arrive before any other form of communication is initiated.

Charity Fraud Around Major Disasters

Unfortunately, criminals often strike along with major disasters
like fires, floods, and outbreaks like COVID-19. According to the
IRS, these fraudulent schemes usually start with unsolicited con-
tact by telephone, social media, email, or even in person. Bogus
websites or phone number masking might make the soliciting
“nonprofit” appear legitimate. The scammers may even claim to
be working for or on behalf of the IRS to help victims file casualty

loss claims and get tax refunds.

Be careful when being generous. Research the organization, and

get their legitimate contact information from the Tax Exempt
Organization Search at IRS.gov or through a charity evaluator like
CharityNavigator.org. Never give or send cash (it’s better to give in
a way that’s traceable, like a check or credit card), and don’t give out

personal financial information to anyone who contacts you for it.

Fraudulent Tax Reminders

Last summer, the IRS detected a new email scam with subject
line variations that include “Automatic Income Tax Reminder”

or “Electronic Tax Return Reminder.” The emails have links

that show an IRS.gov-like website with details that appear to be
about the taxpayer’s refund, electronic return or tax account. The
emails contain a temporary or one-time password to “access” the
files. But when taxpayers click through, it turns out to be a ma-
licious file. The malware allows the imposters to gain control of
the victim’s computer or secretly download software that tracks
every keystroke, eventually giving them passwords to sensitive

accounts, such as financial accounts.

The golden rule here is to not click on links within unsolicited
emails. The IRS never initiates emails about tax refunds or sensitive

information like PINs, passwords, or similar access information.

Protect yourself from these scams. Hang up the phone, don’t click
on the email, do your research. If it’s the IRS that’s supposedly
contacting you, log in to your account at IRS.gov, call the IRS
back directly (don’t use the number the solicitor gives you), or
contact your CPA to find out if it’s legitimate. In these cases, it’s

better to be safe than sorry.
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